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User authentication

Role Based Access Control (RBAC)

User authentication uses the industry standard OAuth2 protocol.
Smartsign has a fully integrated identity server and can also be integrated with Active 
Directory (on premises) or Azure AD. Passwords are salted and hashed using non-
reversible encryption. No passwords are stored when using external authentication.

Smartsign provides detailed control for both permissions and access. User profiles control 
functional permissions and access groups controls access to resources. Resource access 
can be assigned to groups as well as individual users. Example resources are screens, 
media, layers and layouts.
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Request instructions

Schedule/media/settings

All communication between

player and server is initiated by 

the player (PULL). 

Smartsign Server Smartsign Player

The players communicate with Smartsign Server using standard HTTP 

and/or HTTPS protocol on standard ports (80/443)

Player communication
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Internet

Smartsign Cloud Service 

@ Microsoft Azure

All communication is initiated by the clients. 

Industry standard protocols and encryption is 

used both inside and outside the firewalls.

Main Firewall

Virtual Servers

Firewalls + Load balancer

HTTP/HTTPS

Firewall

Azure SQL

Media Storage

Clients

- Screen/Player

- User interface

Smartsign Cloud Service
Shared or private

Cloud service encryption details

Protocols allowed TLS 1.0-1.2 
Key RSA 2048 bit
Signature SHA-256
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LAN

All communication is initiated by the clients. Smartsign Server needs access to 

https://portal.smartsign.se daily for licensing.

HTTP/HTTPS

MS SQL Media Storage

Clients

- Screen/Player

- User interface

Server

Internet*Optional communication

Firewall

Smartsign License Portal

https://portal.smartsign.se

Access required daily to license portal

Smartsign Server, on-premises installation

* External data sources such as weather, news, social media 

and others need Internet access to fetch this data. Please

review documentation on the individual data sources for details.

https://portal.smartsign.se/
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LAN

All communication is initiated by the clients. Detailed instructions for offline licensing is available from support on 

request.

HTTP/HTTPS

MS SQL Media Storage

Clients

- Screen/Player

- User interface

Server

Firewall

Smartsign Server, on-premises, fully offline

• Licenses are managed in the Smartsign License

portal. 

• License data must be transferred manually between

server and portal.

• Licenses must be re-activated yearly.

• External data sources such as weather, news, social 

media and others that depend on Internet access to 

fetch data will not work.


